


INTRODUCTION

DEAR BUSINESS/PROPERTY OWNER:

The San Diego Police Department and the City Heights Business Association
want to help you protect your business/property against crime. This booklet
contains tips, provided by the San Diego Police Department, for preventing busi-
ness and property crime. We hope that you will use the advice provided in this
guide as a tool to keep your business and property safe.

The City Heights Business Association is a 501(c) 6 nonprofit corporation whose
mission is to help build a vibrant community by stimulating commerce and pro-
moting City Heights as an international marketplace. CHBA is governed by a 13-
member board of directors composed of business and property owners whose
businesses are located within the City Heights Business Improvement District
and/or whose properties are within the City Heights Maintenance Assessment
District.

The San Diego Police Department and the City Heights Business Association
produced this booklet. For additional information on how to prevent crime,
please contact the San Diego Police Department. For updates or corrections to
this booklet, please contact:

City Heights Business Association
4305 University Avenue, Suite 540
San Diego, CA 92105
619-906-4443
Sylvia@cityheightsba.org
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ROBBERY AND BURGLARY

Robbery is the felonious taking of personal property in the possession of
another, from his person or immediate presence, and against his will,
accomplished by means of force or fear. Robbery is a violent crime and often
includes the use of a weapon. Robbers often case

businesses for cash on hand and ways to achieve I
surprise and avoid witnesses. Burglary is the )

entry of a business or other property with the These tips can
intent to commit Iarceny_or any feIony._Busi- significantly
nesses can prevent robberies and burglaries by
protecting assets, preventing unauthorized entry, enhance the safety
and employing various deterrent measures. They
can also help in apprehending the offenders and
recovering the stolen property. This section also and the security
includes tips on what to do if you are robbed.

of your employees

of your business.
These tips can significantly enhance the safety of

your employees and the security of your busi- T
ness. The SDPD Community Relations Officer in

your area will be glad to assist you in this by doing a free business security survey.
SDPD division addresses and phone numbers are listed at the end of this paper.

You can also authorize the SDPD to enter your property to investigate suspicious
activity and arrest people who are trespassing or committing a crime on and
about the property when you are not present. This can be done by submitting
a Letter of Agency to the SDPD division in your area. You can get a copy of this
letter there or on-line at http://www.sandiego.gov/police/forms/index.shtml.




ROBBERY AND BURGLARY, continued

P Protecting Assets

Assets can be protected by keeping them in a safe place, implementing
procedures that deny criminals access to them, etc.

Locate the cash register where it is visible from the outside, but far enough
away from the window so as not to provoke a quick window-smash
and grab.

Keep a minimum amount of cash in the register. Close registers after each
transaction. Lock registers when not attended.

Put excess cash in a time-lock drop safe. Keep your safe locked when access
is not required.

Safes can be standing or mounted in floors or walls. Standing safes should
be securely anchored to the floor. The back should be against a wall so it
will not be accessible. Safes that are visible from outside the building should
be well illuminated and have the front (locking side) turned away from the
windows. Floor safes should be located where they can be concealed.

Use burglar-resistant safes for money and other valuables. Use fire-resistant
safes for records. Both types should have an Underwriters Laboratory (UL)
label with their effectiveness ratings.

Post signs saying that employees do not have access to the safe.

Be unpredictable about moving money from your business to the bank.
Vary the times, routes, and methods of concealment. Make deposits during
the business day, not after closing time. Assign two employees to make
deposits. Vary the assignments over time. Have the deposit carried in a
purse or plain bag; never use a bank bag.

Have employees leave the depository if suspicious persons are present.
Have them return and make the deposit later.

If you use an armored car service, always be prepared for their pickup and
delivery.

Have two employees open and close the business if possible.
Have at least two employees working at high-risk times.

Be especially alert at opening and closing times when the business is not
crowded.




ROBBERY AND BURGLARY, continued

® Be careful in dealing with customers who are wearing baseball caps and
sunglasses that conceal their faces from surveillance cameras.

@ Never open your business for anyone after you have closed. Beware of the
caller who states your business has just been broken into and asks you to
come down. Always call back to confirm that the call was from a law
enforcement agency or your alarm company before going to your business.

e Keep all exterior doors locked during business hours except those used by
customers or visitors. Some employees or security guards should be located
to monitor each public entrance. Emergency exits should be alarmed and
designated for emergency use only.

® Post signs to indicate areas that are open to the public and those that are
for employees only. Install locks on all doors to interior work areas to control
public access. Doors to storage and supply rooms, and individual offices
should be kept locked when unattended.

® Check all restrooms and other areas at closing time to make sure no one
is hiding in them.

@ Have all employees wear ID badges or some other means of distinguishing
them from visitors, customers, and others on the premises. Businesses with
restricted areas should give their employees photo-ID badges that are color-
coded to indicate the areas that the employee is authorized to enter. Offices,
storage and supply rooms, and other work areas should be checked period-
ically for the presence of unauthorized persons.

e Keep doors to public restrooms locked or under observation to prevent
abuse of the facilities.

@ Anchor computer hardware and other costly items of office equipment to a
desk or install an alarm that sounds when they are moved. Otherwise store
the equipment in a secure place when it is not in use.

e Protect merchandise in display cases by keeping the case doors locked and
installing laminated glass or clear acrylic plastic in the windows. Use plastic
tie-downs or metal chords to secure merchandise on the tops of cases.

e Keep items stored outside at least 8 feet from perimeter walls and fences.
Forklifts, moving equipment, and other vehicles that can easily be started
should be made inoperable.




ROBBERY AND BURGLARY, continued

@ Park company vehicles in a secure fenced area when the business is closed.
If this is not possible, park them close to each other or against the building
to help prevent gas siphoning, battery theft, and vehicle break-ins. They
can also be parked in front of doors to prevent break-ins.

® Keep shipments inside until they are to be loaded on trucks.

® Open loading dock doors only when shipments are being sent out or
brought in. Keep the doors locked at other times.

@ |[nstall a service bell for truck drivers to use to announce their arrival.

@ Keep trash containers inside during business hours. They should be checked
at random times for pilfered goods that might have been placed in them for
pick-up later when they are taken out.

P Preventing Unauthorized Entry

The following tips suggest how to prevent unauthorized entry to your business.
They deal with doors, locks, windows, other openings, roofs, fences, walls,
gates, and landscaping. Make sure that all protective measures installed meet the
fire and life safety standards for your type of building. You can contact the San
Diego Fire Department’s Fire and Hazard Prevention Services at (619) 533-4400
for assistance. This will assure safety and code compliance as well as enhance
your security.

Doors. Exterior doors can be wood, metal or glass. Solid doors should be at least
1-3/4 inches thick.

® Reinforce wooden doors with 16-gauge sheet metal for added security.

® Use reinforced or strong glass, i.e., laminated glass or clear acrylic plastic,
in exterior glass doors. The former has plastic sheets between layers of glass.
It looks like safety glass but will not shatter easily, even after repeated blows.
The latter is also shatterproof but has several disadvantages. It comes in
limited sizes, and is susceptible to marring and scratching.

@ |Install a 180-degree peephole in solid doors. This enables you to identify
persons at the door without them seeing you.

@ Hinges should be located on the inside or have non-removable pins.
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Where motion detectors are installed to open or unlock exit doors from
the inside when a person approaches the door, make sure the detectors are
set far enough back from the door so a person outside the door cannot slip
something between the door and the frame to create motion on the inside
and thereby open the door. Or install a shield on the outside of the door
S0 a person on the outside cannot slip anything between the door and
the frame.

Locks. Doorknob locks offer no security. Defeating these locks is one of the
most common means of forced entry. All exterior doors should have a single-
cylinder deadbolt lock. Go to a locksmith or hardware store for advice on locks.

Bolts on deadbolt locks should have a minimum throw of 1 inch. Strike
plates should have screws that are at least 3 inches long.

Install flush bolts at the top and bottom of all double doors. These should
be made of steel and have a minimum throw of 1 inch.

Secure sliding-glass doors to prevent both horizontal and vertical move-
ment. Deadbolt locks provide the greatest security. Less effective secondary
locking devices include a pin in the upper track that extends downward
through the inner doorframe and into the outer door frame, a thumbscrew-
type lock mounted on the top or bottom track, and a metal strip or a few
metal screws in the track above the door to prevent vertical movement.

Install deadbolt locks on all doors that lead outside through garages or
storage areas.

Re-key or change all locks when moving into a new location.

Install good locks on gates, garages, sheds, etc. If padlocks are used, they
should be keyed and able to survive assaults by bolt cutters or pry bars.
The shackles should be of hardened steel and at least 9/32 inch thick. It is
even better to use a “shielded” padlock that is designed to protect against
bolt cutters. Combination locks should not be used because they offer very
poor security.

Use a multi-frequency opener on electrically-operated garage doors, and
make sure that the bottom of the door cannot be lifted up to allow a
burglar to crawl in.

Use hardened steel hinges, hasps, and padlocks on hand-lifted garage doors.
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Install cane bolts or sliding hasps on the inside of garage doors to provide
additional security.

Consider installing a crossbar as an additional locking mechanism for
exterior doors that have an interior swing. Place a metal bar or 2- x 4-inch
piece of wood in brackets mounted on both side of a door. Slide bolts of
heavy gauge steel can also be effective.

Use panic deadbolts operated by push-bars to secure secondary exits that
are designated for emergency use only. They can be alarmed to ring a bell
or sound a horn when the door is opened.

Install latch guards. They are steel plates that are bolted to the frame of
the door to prevent the locking mechanism from being defeated. They also
prevent objects from being inserted between the door and the frame that
could damage the door itself. More expensive guards protect the mortise
cylinder and prevent a burglar from drilling out the tumblers.

Windows. Do not rely on the locking means supplied with your windows.
Additional security measures are usually necessary.

Secure double-hung sash windows by drilling a hole that slants downward
through a top corner of the bottom window into the bottom corner of the
top window on both sides of the window. Place an eyebolt or nail in the
hole to prevent the window from being opened.

Replace louvre windows with solid glass or some other type of ventilating
window. If this cannot be done, glue the panes together with a two-part
epoxy resin.

Secure casement windows with key-locking latches. Make sure that the pro-
trusion on the window that the lock is attached to is made of steel and not
worn, and that the window closes properly and is not bowed or warped.

Secure sliding-glass windows by the same types of locking devices used for
sliding-glass doors.

Consider installing security bars on side, rear, or other windows that a
burglar might break to enter your business. Make sure that the retaining
bolts cannot be removed from the outside. Bars must comply with Fire
Code requirements for inside release to permit an occupant to escape in
the event of a fire.
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Use reinforced or strong glass. i.e., laminated glass or clear acrylic plastic,
in viewing windows on the lock sides of doors so a burglar cannot break
them and reach in to open the door.

Use reinforced or strong glass in display windows to prevent window-
smash burglaries.

Eliminate small windows at ground level that a burglar can break and crawl
through, especially where there are low bushes in front of the windows.
Or use reinforced or strong glass, or some strong opaque or reflective ma-
terial in them.

Install bollards in front of windows and doors to prevent vehicles from
driving in.

Other Openings. All crawl spaces, ventilation windows, and other openings
should be secured to prevent access through them.

Make sure that window air conditioners are installed securely and cannot
easily be removed from the outside. Seal mail slots in doors if a coat hanger
or other device can be inserted and used to release the door lock.

Secure or alarm hollow walls or attics that are shared with an adjoining
business.

Roofs. Ladders, trees, fences, drain pipes, and adjoining rooftops can provide
roof access if measures are not taken to deny such access.

Shroud ladders with locking covers.
Trim tree limbs that could provide access.

Secure rooftop skylights, ventilation shafts, air conditioning and heating
ducts, and other possible entry points on the inside with grills or grates.
Those that cannot be secured should be alarmed.

Fences, Walls, and Gates. Well-built fences, walls, and gates are the first line
of defense against criminals. The permissible heights and locations of various
types of fences are specified in the San Diego Municipal Code.

Install open chain link or ornamental metal fencing unless privacy and noise
reduction are needed. These types are preferred because they do not block
visibility into the property and are less susceptible to graffiti. Chain link
fencing should have its bottom secured with tension wire or galvanized
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pipe, or embedded in concrete to prevent it from being lifted up to enable a per-
son to crawl in. The horizontal bars on ornamental metal fences should be
located only at the top and bottom on the inside of the fence. Fences should be
at least 6 feet high.

Sharp-pointed fencing is only permitted in agricultural zones but in special
situations it may be allowed to exist in industrial zones.

Equip gates with good locks. Latches should be mounted with carriage bolts
and nuts that are welded on or secured by stripped bolt threads.

Gates that are opened on the inside by a handle or knob should have shields
that prevent a person from reaching in to open them. They should also be
tall enough so that a person cannot reach over the top to open them.

Gates with beveled latches should be shielded so a person cannot insert a
wire or bar between the frame and the gate and push in the latch.
The shield should also be centered on the latch. A dead-bolt lock with a
cylindrical latch would be even better on gates that are not emergency exits
and are closed and locked manually from the outside.

Gates that are opened on the inside by a push bar should be solid or have
a solid metal or plastic shield on the inside of the gate that extends at least
two feet above and below the push bar. The shield will prevent a person
from opening the gate from the outside by looping a wire through the gate
and pulling on the push bar.

Exit gates should have springs that close them securely after a person goes
through. Sensors should also be installed to warn the security office or
manager that a gate has been left open.

Landscaping. Defensive plants can help in access control.

Plant bushes with thorns or prickly leaves under ground-level windows to
make access more difficult for burglars.

Plant bushes with thorns or prickly leaves along fences and walls to make
climbing more difficult and prevent graffiti.
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P Deterring Crimes

Crimes can be deterred by having good visibility in the business and on the
premises, alarm systems, cameras and surveillance, security guards, dogs, and
good lighting, and keeping the property in good condition, posting signs, etc.

Visibility. Good visibility in and around the business creates a risk of detection
for intruders and offenders, and a perception of safety for persons legitimately
on the premises.

@ Provide two-way visibility in areas open to the public. Keep windows and
counters clear. Don't allow them to be cluttered with signs, displays, plants,
etc. For businesses that sell alcoholic beverages the California Business and
Professions Code Sec. 25612.5(c)(7) states that “No more than 33 percent
of the square footage of the windows and clear doors of an off-sale premises
shall bear advertising or signs of any sort, and all advertising and signage
shall be placed and maintained in a manner that ensures that law enforce-
ment personnel have a clear and unobstructed view of the interior of the
premises, including the area in which the cash registers are maintained,
from the exterior public sidewalk or entrance to the premises.”

@ Provide one-way visibility from the inside in areas not open to the public.
Use mirrored glass or see-through curtains to maintain inside privacy. Use
glare-proof glass to enable occupants of a lighted building to see out at night.

@ |Install convex mirrors to enable employees to see people in areas that might
be blocked by display shelves, walls, or other obstructions.

Alarms. Install a good alarm system. One will usually include one or more of
the following components: magnetic contacts on doors and windows, photocell
or pressure sensors with annunciators at unlocked or open doors, heat or motion
detectors in interior spaces, glass break detectors, keypads with a means of
checking the status of the system, and audible alarms. All equipment should be
Underwriters Laboratory (UL) certified.

® Multiple sensors are preferred because they reduce false alarms, which
are wasteful of police resources and lead to fines and permit revocation.

@ See Secs. 33.3701-33.3723 of the San Diego Municipal Code for burglary
alarm business and agent requirements and responsibilities, alarm user
permit requirements, etc. Call SDPD Permits and Licensing at
(619) 531-2250 about obtaining an alarm permit.

9




ROBBERY AND BURGLARY, continued

Get alarm company references from other businesses. Get at least
three estimates in writing. The SDPD does not prefer or recommend
companies, brands, or types of security systems.

Make sure the alarm company has a City Business Tax Certificate and is
licensed by the State of California. You can verify the latter by calling the
State of California Bureau of Security and Investigative Services at
(916) 322-4000 or going online at http://www.dca.ca.gov/bsis.

If your system is monitored, make sure the monitoring station is open
24/7 and has backup power. The company’s customer service department
should also be open 24/7.

Make sure you understand your service contract, all the points of
protection and the equipment to be installed, the initial and monthly
payments, and the warranty period.

Inform your insurance company. You may qualify for a discount.

Harden the telephone line that sends the alarm signal to the alarm company
S0 it cannot be cut from the outside. And if it is cut, have the system send
an alarm to the alarm company. If the telephone line is contained in an
outside box, the box should be alarmed or locked with a shielded padlock.
Or the system could have a wireless backup that would send the alarm if
the telephone wire is cut.

The system should also have a fail-safe battery backup. Check the batteries
periodically and replace them if necessary.

Surveillance Cameras. Criminals may be deterred from committing a crime
if they know that their actions are recorded on a camera. Or they may be pre-
vented from committing a crime if preventative measures can be taken soon
after they are observed entering your property or business.

Install cameras to record people entering and leaving the business, and
committing a crime in the business. Cameras should be mounted where
they cannot be covered or tampered with. Dummy cameras should not be
used because most criminals can tell the difference between real cameras
and dummies.

Know what is happening outside your place of the business. Look for anyone
watching the store, or loitering in or around it.

10
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@ |Install cameras to record people and vehicles in your parking lot.

e |Install video analytics or intelligent video software in your camera system.
It will alert you when something suspicious appears on your monitor so
you don’t have to watch it all the time. Lights could be turned on at night
when motion is detected, and audio announcements could warn trespassers
that the police would be called if they do not leave the property immedi-
ately.

e |If signs stating that security or surveillance cameras are installed are
posted and the cameras are not monitored all the time, the sign should
also include that caveat. This is important in keeping people from having a
false sense of security and expecting help in the event they are attacked.

Security Guards. Consider employing well-trained, highly visible security
guards. Uniformed security guards that patrol the business on foot can be highly
effective in deterring robberies and burglaries. Make sure that the guards are
from a licensed and insured company. The guards should be licensed as well.

Dogs. Dogs act mainly as a psychological deterrent. They can be an excellent
supplement to a security system provided the animal can be relied upon to give
warning when warning is needed. Dogs can scare a stranger away by either
barking or looking fierce. But remember that they can be lured away, poisoned,
killed, or even stolen. Trained attack dogs are not recommended because the risk
of liability to the owner is great should the dog attack an innocent person.
Outside dogs should be kept in a fenced area with a good lock on the gate.

Lighting. Illuminate all external areas of your property at night, especially
parking lots and storage yards. And leave a few interior lights on in the back of
the store or office where they may illuminate and silhouette intruders but not
create glare for passing patrol cars.

@ Timers or photoelectric cells can be used to turn lights on at dusk and off
at dawn. Motion sensors can be used to turn lights on when any motion is
detected. Streetlights or lights from adjoining properties should not be relied
on for lighting the property at night. Also, the lights should be directed so
they don't shine into the eyes of passing motorists or police patrols.

11
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Replace burnt-out bulbs promptly. Use screens, wired glass covers, or other
protection for light fixtures and bulbs. Install padlocks on circuit-breaker
boxes to prevent the lights from being turned off.

Because lights and other security systems work on electrical power it is
important that measures be taken to prevent disruption of external power or
provide internal backup power. At a minimum, external circuit breakers
should be installed in a sturdy box that is locked with a shielded padlock.

Trim trees and bushes so they do not block lighting.

Property Condition. Keep your property in good condition. Criminals are
attracted to property in poor condition because it shows that the owners or ten-
ants don’t care about it.

Keep property free of trash, litter, weeds, leaves, dismantled or inoperative
vehicles, and other things that indicate neglect.

Replace or repair broken windows, screens, fences, and gate locks.

Remove loose rocks and other objects that could be used to vandalize your
property.

Keep outside trash dumpster enclosures and the dumpsters in them locked
when not being filled or emptied.

Remove graffiti as soon as possible after it is found. This will discourage
further vandalism. The graffiti should be covered with matching paint so
a "canvas" is not left for the vandals. Hardware or paint stores should be
consulted regarding the best products for removing various types of graffiti
from specific surfaces without damaging the surface. Extreme care should
be used in applying special graffiti removal products like MEK (Methyl
Ethyl Ketone) or “Graffiti Remover” on glass or unpainted surfaces.

Install a protective film on the outside of windows to prevent window
damage from graffiti, knife gouging or scratching, and acid etching.

Keep landscaping trimmed to preserve good visibility on the property and
deny criminals possible hiding places. Trim bushes to less than 3 feet, espe-
cially near windows, sidewalks, and exterior doors. Trim tree canopies to
at least 8 feet.

Use fencing, gates, landscaping, pavement treatment, signs, etc. to define
clear boundaries between your property and adjoining properties.

12
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Signs. Signs should be posted to prohibit trespassing, loitering, unauthorized
parking, and other crimes and misconduct.

NO TRESPASSING signs on privately operated business premises should cite
San Diego Municipal Code Sec. 52.80.01.

NO LOITERING signs should cite Cal. Penal Code Sec. 647.

Signs prohibiting public parking (or stating that parking is for customers
only) and indicating that unauthorized vehicles will be removed at the
owner’s expense should cite Cal. Vehicle Code Sec. 22658(a) and must
contain the telephone number of the local traffic law enforcement agency.
The SDPD number for towing impounds is (619) 531-2844. As of January
1, 2007 the name and telephone number of each towing company that
is a party to a written towing authorization agreement with the property
owner or possessor must be added to the sign. The sign must be displayed,
in plain view, at all entrances to the property. It must not be less than 17
by 22 inches in size, with lettering not less than one inch in height. These
sign requirements are specified in Sec. 22658(a)(1).

Post a Neighborhood or Business Watch or alarm company sticker on entry
doors and windows.

Post a code of conduct in patios and other outside areas open to the public.
It should state that persons engaged in prohibited conduct will be asked
to leave the property, and that failure to cease the conduct or leave the
property will result in a call to the SDPD. Prohibited conduct would include:
trespassing, fighting, threatening others, panhandling, vandalism, skate-
boarding, littering, soliciting, loitering, illegal lodging, prowling, loud noise
or music, consumption of alcoholic beverages, drug activities, etc.

13
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P Apprehending Robbers

Observe carefully all suspicious persons or vehicles so you can provide a
good description of them if they commit a crime. Be aware that criminals
might be using physical disguises, e.g., wigs, mustaches, etc.

Place colored height marks at all exit doors to help employees estimate the
height of suspicious persons.

Develop a mutual aid system. Form an agreement with nearby merchants
to keep an eye on each other's businesses and watch for suspicious activities.
An inexpensive buzzer system can alert adjoining businesses to an
emergency situation.

Install cameras that can provide good imagery of persons entering and
leaving the business, and committing a crime in the business.
The imagery quality should enable the criminal to be identified.

Monitor cameras to enable crimes in progress to be observed and reported,
and actions taken to stop and apprehend the criminals before they can
escape.

Install silent panic alarm buttons at cashier and other vulnerable positions.

Install two sets of doors and a remote locking system to enable an escaping
criminal to be trapped between them.

Make address numbers easy to read from the street to avoid delays in police
response. They must be on a contrasting background and located above
the doorway or in a position where they are plainly visible and legible from
either direction of approach from the street fronting the property. They must
be at least 12 inches high on commercial buildings and should be lighted
at night. Additional numbers are required on the rear doors so they can be
seen from alleys.

Where address numbers are not easily visible from the street, e.g., for
businesses in a shopping mall, additional numbers should be posted where
they will be visible.

14
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P Recovering Stolen Property

Place the company’s name or some identification number on all company-
owned items, e.g., office equipment, tools, vehicles, and machinery. This
can be done by engraving or etching, or by using a permanent adhesive,
or by attaching microdots. In small individually-owned businesses the
owner’s drivers license number preceded by “CA” can be used as a
property identifier. In large businesses an Owner Applied Number (OAN)
is more appropriate. In San Diego County these numbers can be obtained
from the Crime Prevention Unit at the Vista Sheriff’s Station at (760) 940-
4564. They are coded by state and country and kept on file by law en-
forcement agencies throughout the country.

Use “bait money.” Keep a list of serial and series numbers. Do not use these
hills to make change.

Place numbered confetti in bulk goods containers.

Contractors can get information on preventing thefts of construction
equipment and recovering stolen equipment by calling the Construction
Industry Crime Prevention Program at (562) 860-9006 or visiting its website
at www.crimepreventionprogram.com.

Keep a detailed, up-to-date record of your valuables. Include type, model,
serial number, fair market value, etc. Photograph or videotape all valuables.

15
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» What To Do If You Are Robbed

Every robbery is different. You will need to assess yourself, the robber, and the
situation to determine what you should do. Here are some general tips to use
in training your employees:

Act calmly. Do exactly what the robber says. Keep your movements short
and smooth to avoid startling the robber.

Do not resist. Cooperate for you own safety and the safety of others. Robbers
usually are excited and easily provoked. Tell the robber about any
movements you plan to make.

Activate an alarm if it can be done safely without alerting the robber.

Observe carefully. Study the robber’s face and clothing, note any other
distinguishing features, observe the direction of escape, record the license,
make, and color of any vehicle used in the robbery, etc. Write down
everything you can remember about the robber and the crime itself.

Lock the door and call 911 immediately after the robber leaves. Then you
can make other calls.

Preserve the scene. Discontinue regular business until officers have
searched the scene. Cover any surfaces the robber may have touched and
keep away from areas where the robber may have been.

Ask other witnesses to remain. Get names and phone numbers if they are
unable to remain. Ask to see their driver's licenses or other ID to verify this
information.

Save camera imagery records.

Don't discuss the robbery with others until all statements have been taken.
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CREDIT CARD AND CHECK FRAUD

Bad checks affect everyone in terms of higher T
consumer costs that must be paid to offset losses,

as well as the costs involved in law enforcement The single most
and prosecution. There is no completely _s_afe important element
method of screening checks. Even certified .

checks can be forged or altered. The best rule is to cutting losses
still “know your customer.” Set up a check cash- and providing

ing and credit card acceptance policy to limit S
losses. Decide which checks you will accept and customer service IS
set a limit on their amognt. The single mogt im- employee training.
portant element to cutting losses and providing
customer service is employee training. Make I
sure employees know and adhere to store policy.

The following tips on avoiding bad checks and

curbing credit card crimes and should be in-

cluded in your policy.

P Avoiding Bad Checks

Remember that a check is not legal tender. You are doing the customer a favor
by cashing a check. Keep the following in mind:

@ Bad checks are most frequently passed on weekends and holidays.
@ Persons passing out of state checks are hard to prosecute in California.

e Calling a telephone number on a check is not real protection against a forger.
The forger may have an accomplice answer the phone. Anyone can get a
name from the phone book.

@ A bankbook is no proof of funds in the bank.

@ A driver's license or credit card alone is not sufficient ID when cashing
checks for strangers. Temporary driver’s licenses, social security cards, work
permits, voter registration cards, and hunting or fishing licenses are not IDs.

® Use a retro-reflective viewer to detect altered California driver’s licenses.

@ You have no criminal recourse against the maker or payee on a two party
check.

@ The police rely on merchants to report persons passing bad checks. But the
police are not a collection agency.
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CREDIT CARD AND CHECK FRAUD, continued

Tips for cashiers:

Be sure the tended instrument is really a check and not a voucher or
merchandise order.

Never take a postdated check. Make sure the check has the current date.

Never accept a stale-dated check. Six months is usually the time limit banks
will adhere to.

Never accept a check if the payer states he/she must make a deposit to
cover it.

Never take a check from a person who is drunk or drinking to excess.

Make sure the check is complete and properly made out. Call your
supervisor or the bank if you are in doubt.

Never accept partial payment on a suspicious check if you contemplate legal
action.

Never accept an altered check or checks with erasures or written over
amounts.

Never take a double endorsed or three-party check.

Never be afraid to ask for good ID. An honest person does not mind and
you may deter a dishonest one.

Never let a payer hurry you in the examination of a check or ID. Be on guard
when a “fast talker” attempts to cash a check.

If the payer offers a California driver's license for an ID, have him/her
take it out and hand it to you. Feel it for bumps on or around the photo, or
a slick surface. Check the color and size of photo. Look at the type; if it is
typewritten it is probably bogus.

Compare the description on the ID with the person presenting the check.
Compare the signature on the 1D with the one on the check.

Compare the address on the ID with the one on the check.

Make sure the check has the name and location of the bank.

Make sure the written and numerical amounts match.

Have the payer sign or endorse the check in your presence. If in doubt, turn
the check upside-down and have the endorser sign it on the other end.
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CREDIT CARD AND CHECK FRAUD, continued

Initial the check so you can identify it later if necessary.

Get a complete description of the person if there is anything suspicious
about the transaction. This can be written on the check.

Tips for supervisors:

Know who in your organization accepted the check.

Limit check-cashing authority to one or two specially trained cashiers. They
will become experts at it.

Have your employees initial checks at the time of acceptance.

Call the SDPD immediately after it is determined that the check is not good.
Time is of the essence in such situations. Call 911 if the person is still on
the premises. Try to delay the person without arousing his/her suspicion
and get a good physical description. Study the person’s face and clothing,
and note any other distinguishing features.

If the person leaves prior to the arrival of police, get a complete description
of his/her vehicle with the license number and direction of travel. But do not
expose yourself to any danger.

If the person is gone by the time it is determined that the check is not good,
call the SDPD on its non-emergency numbers, (619) 531-2000 or
(858) 484-3154.
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CREDIT CARD AND CHECK FRAUD, continued

P Curbing Credit Card Crimes

Stolen credit cards or "hot-card" losses can be reduced by alertness and proper
security measures by you and your employees.

When making credit card transactions, cashiers should:

Request to see a valid ID.

Check credit card numbers against current “hot-sheet” listings.

Call the card issuer for authorization if you are suspicious about the card.
Check the card expiration date.

Compare signature on card with the one on the sales receipt.

Check that the card has not been altered by "shaving" or "ironing."
Verify the card before approving a purchase over the floor limit.

Contact your supervisor if you suspect fraud.

Keep the card and attempt to stall the customer until security personnel or
the police arrive.

Destroy carbons from credit cards invoices.

Watch out for customers who:

Chat a lot to distract the clerk or cashier
Delay purchases until the clerk is distracted or upset
Hurry the clerk just before closing time

Purchase a large item such as a console TV, and insist on carrying it out
rather than having it delivered.

Purchase without regard to size, color, style, or price, or refuse to have
alterations which are included in the purchase price

Purchase several items in the same department, all under the amount of
the floor limit or the amount that would require an authorization call to the
card issuer
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THEFT

» Shoplifting

Shoplifting can cost your business thousands of dollars — EE—  ————
each year. Shoplifters may be any age, gender, or
economic or ethnic background. There is no “typical”
shoplifter. They often work in pairs or groups to divert prevention
the clerk's attention while they steal. They often operate . .
when employees are apt to be less alert, e.g., at store begins with
opening and closing times, during the lunch and dinner an aware and
times, and during shift changes. Shoplifters also learn
to take advantage of crowded stores during peak hours. alert staff.
Effective prevention begins with an aware and alert T T T
staff. The following tips deal with protective measures,

display strategies, fitting room security, preventing ticket

switching, educating employees, and stopping a

shoplifter.

Effective

Protective Measures

® Make the shoplifters feel watched. Elevate the cashier’s platform. Install
mirrors that enable cashiers and sales people to see over and around
displays. Install one-way glass in offices to enable employees to see into the
store without being seen from the floor. Install and monitor surveillance
cameras.

® Post signs warning against shoplifting. Emphasize that you will prosecute.
The best way to discourage shoplifters and keep your business from being
tagged as an easy mark is to take a get- tough attitude and prosecute on the
first offense.

® Encourage checking parcels on entry.

® Require receipts for merchandise returns for cash. Require a photo ID and
signature for returns without a receipt. And then just give merchandise-
only vouchers.

@ Take an inventory of returned merchandise against receipts on a regular
basis to catch false returns, i.e., ones without returned merchandise.
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THEFT, continued

Provide lockers for employees. Require that employee’s personal property
and any store purchases be kept in their lockers during working hours.

Prohibit employees from wearing or using store merchandise without
purchasing it.

Limit employee access to the building to the hours that they are scheduled
to work.

Inventory Control

Conduct inventories often and at irregular intervals. Also make routine spot
checks.

Inspect records of purchases and sales at the beginning and end of each
shift.

Define individual employee responsibilities for inventory control. This estab-
lishes a climate of accountability.

Post signs to indicate areas that are open to the public and those that are
for employees only. Install locks on all doors to interior work areas to control
public and employee access. Doors to storage and supply rooms, and indi-
vidual offices should be locked to limit access.

Have all employees wear ID badges or some other means of distinguishing
them from visitors, customers, and others on the premises. Businesses with
restricted areas should give their employees photo-ID badges that are color-
coded to indicate the areas that the employee is authorized to enter. Offices,
storage and supply rooms, and other work areas should be checked period-
ically for the presence of unauthorized persons.

Have all visitors in restricted areas be escorted by an employee who is
authorized to be in those areas.

Trash Control

Keep trash dumpsters inside during business hours.

Check bins at random times for pilfered goods that might have been placed
in them for pick-up after the trash is taken out.

Use clear plastic trash bags. Inspect bag contents for pilfered goods.
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THEFT, continued

Keep lids of outside trash dumpsters locked during non-business hours.
If practical, keep the lids locked whenever the dumpsters are not being
filled or emptied.

Have employees work in pairs in emptying trash. Or have different
employees empty the trash from day to day.

Purchasing Procedures

Centralize purchasing but keep it separate from receiving and accounting.
Control purchase orders by prenumbering them in sequence.
Require supporting documentation for each purchase or expense invoice.

Use prenumbered checks in sequence.

Bank Deposits

Use an armored car service if possible. Otherwise assign two employees to
make deposits. And vary the assignments over time.

Key Control

Appoint a key control officer to manage the key and lock system.
Keep keys in a locked cabinet or a secured area when they are not in use.

Do not have a master key for all doors. Individual offices and restricted work
areas should have separate keys.

Issue as few keys as possible. Issue them only for areas the employee is
authorized to be in. Keep up-to-date records of keys issued.

Caution employees not to leave keys with parking lot attendants, in a
topcoat hanging in a restaurant, or in their offices or work areas. This helps
prevent keys from being taken and duplicated.

Stamp keys DO NOT DUPLICATE.

Code each key so that it does not need an identifying tag.
Require departing employees to turn in all issued keys.
Investigate all key losses.

Re-key locks whenever a key is lost or when an employee leaves the
business.
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THEFT, continued

Consider installing locks that are inexpensive to re-key. Or better to have a
key-card system in which codes can be changed easily when a card is lost,
entries and exits are recorded, etc.

Seek advice from professional access control system designers.

Shipping and Receiving

Establish receiving procedures that specify where vendors are allowed to
park and enter the business.

Do not permit trucks on the dock until they are ready to load or unload.

Check all shipments against bills of lading. Number shipping orders in
sequence to prevent padding or destruction.

Recheck all incoming goods to prevent collusive thefts between the driver
and the employees who handle the receiving.

Do not permit drivers to load their own trucks or take goods from stock.

Consider installing video cameras on the loading platforms. Locate the
monitors where they can easily be seen by supervisors.

Property Identification

See tips on recovering stolen property in robberies and burglaries.
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COMPUTER CRIMES

Computer crimes consist of illegal use of or the unauthorized entry into a
computer system or computer data to tamper, interfere, damage, or manipulate
the system or data. Computers can be the subject of the crime, the tool of the
crime, or the object of the crime.

As the subject of a crime, someone would use your computer or another
computer to willfully alter the data stored in the computer, adding fraudulent
inaccurate data, altering data, or omitting input data. Some motives are revenge,
protest, competitive advantage, and ransom. Most computer related crimes are
committed by people who are well- versed in

computer technology. Most cases of theft by I
computer result from preparation of false input

data. Have an outside consultant review your Computers can be

input controls and strengthen them if needed. the subject of the
As the tool of a crime, someone would use your crime. the tool of
computer to gain access to or alter the data .

stored on another computer. Examples are the crime, or the

telecommunications and computer manipulation
crimes. Regarding the former, law enforcement
agents working with telephone companies can  EEETTTTTTT————
identify phone hacking activity, including the lo-

cation of the residence, and can provide search warrants and accompanying
experts in the service of the warrant. Related crimes are computer hacking and
unauthorized use of the telephone system. The latter includes embezzlement,
crediting money to an account, continuing payroll checks after termination,
removing the limit from a credit card account, fraud, and support of criminal en-
terprises, e.g., drug distribution.

object of the crime.

As the object of a crime, computers and system components can be stolen,
sabotaged, or destroyed. Software can be pirated. More importantly, trade secrets
and sensitive business information stored in computers can be lost when
computers stolen.

Your computers and computer information should be protected as any valuable
business asset. Stay informed and use new computer security devices and
information. The following tips deal with physical, procedural, and operational
protective measures, personnel policies, and anti-virus protection.
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